Image: Adam Gault / OJO Images / Getty Images

NEW YORK

F. Paul Greene Partner
fgreene@hselaw.com
Harter Secrest & Emery LLP, New York

Laboratories of invention: NYDFS
reaches out to regulate consumer
credit reporting agencies
In July 2018, the New York State Department of Financial Services (‘NYDFS’) put into force
amendments to Article 23 of the New York Codes, Rules and Regulations (‘NYCRR’), which brings
credit reporting agencies under the scope of the DFS and its ‘Cybersecurity Requirements for
Financial Services Companies.’ This state action is thought to have been taken in direct response to
the high profile Equifax data breach that was disclosed in September 2017, and here F. Paul Greene,
Partner at Harter Secrest & Emery LLP, discusses this context as well as the new cyber security
requirements that credit reporting agencies will now be required to comply with in New York.
In the US, one often forgets the semisovereign nature of the individual
states. Especially in the business realm,
differences among them can blur, with
many states applying similar standards
or federal standards ruling the day.
This is because of two main principles:
a ‘race to the bottom’ in relation to
business regulation, and federal preemption. Under the race-to-the-bottom
principle, states seeking to draw
businesses to their borders offer lower
regulatory restrictions, with the rationale
that the fewer regulatory hurdles a
business needs to cross, the more likely
it will be to choose a certain state for its
operations. Because of this, common
standards among the states abound,
as, together, they settle on the minimum
level of regulation or maximum level of
freedom that they are willing to give.
A case in point is the limited liability
company, which couples the protection
of the corporate form with certain
benefits of the partnership structure. The
limited liability company first appeared
in the US in 1977, with Wyoming leading
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the way. Now all 50 states allow for
such companies within their borders.
The second principle at work is
federal pre-emption. Under the US
Constitution, Congress can choose,
either expressly or impliedly, to make
its law the sole law of the land on a
given subject, as long as it is exercising
one of its enumerated powers, such
as regulation of interstate commerce.
Hence, when Congress sets an exclusive
national standard on, for example, the
interstate shipment of goods, no state
can properly wade into that space.
In the area of cyber security regulation,
however, a different set of principles is
at play: with states acting as laboratories
of invention and the vacuum created by
inaction on the federal level concerning
a generally applicable cyber security
law. Conceptually, at least - and certainly
in practice in relation to cyber security
- the various states are ‘laboratories
of invention,’ in which smaller and
assumedly more nimble electorates and
legislatures can respond to grass-roots

concerns more quickly than the federal
government. This does not always
happen in practice, with many state
legislatures being as polarised along
party lines and plagued by gridlock
as the US Congress. Cyber security,
however, has seen a veritable wave of
change has sweep across the country
since California first stepped into the
fray in 2003, with the first state data
breach notification law. This has led to
adoption of similar laws - with important,
and often material, differences - in all
50 states in a matter of 15 years.
As for federal inaction, with every
nationwide data breach, including the
Equifax breach revealed in September
2017, there arises a clarion call for a
federal data breach notification standard
and federal rules concerning cyber
security generally. Such a universal set
of standards has yet to be discussed
in any rigorous fashion at federal level,
however, and change on that front is
not expected anytime soon. That is not
to say that the Federal Government
has been silent on the issue. Whether
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it is in the financial institution space,
healthcare, defence or more broadly in
relation to consumer-facing businesses,
the Federal Government has created
discrete sets of non-exclusive rules for
certain specific industries and sectors.
Specifically, the safeguard rule under
the Gramm-Leach-Bliley Act (‘GLBA’)
safeguards rule requires each defined
financial institution to develop, evaluate
and adjust a written information security
programme, tailored to its specific risk
profile. Similarly, the Health Insurance
Portability and Accountability Act 1996
(HIPAA) requires defined ‘covered
entities’ in the healthcare space to keep
healthcare records private and secure
- again based on an assessment of
the specific risk profile of the covered
entity. The Federal Trade Commission
(‘FTC’) has developed for itself a large
body of enforcement work, investigating
and enforcing against for-profit entities
that the FTC has determined have
engaged in either ‘unfair’ or ‘deceptive’
business practices in relation to the
privacy or security of personal data.
Against this backdrop, the state-law
wave of data breach notification statutes
has evolved, moving into areas such as
data privacy and substantive security
controls for entities doing business in
or otherwise regulated by a state. The
most recent shift in this regard, which
was seismic in both scope and effect,
occurred when the NYDFS promulgated
its ‘Cybersecurity Requirements for
Financial Services Companies,’ 23
NYCRR, Part 500, effective as of 1
March 2017. Part 500 marked the first
action by a state regulatory agency to
infer broad cyber security regulatory
power from generalised enabling
statutes, reaching out to regulate
a key business sector in the US.
There was precedent for what the
NYDFS did, but only at the federal
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level, with the FTC inferring broad
regulatory powers from Section 5(a)
of the FTC Act, which prohibits unfair
and deceptive acts and practices in
interstate commerce generally. No
state agency had done what the FTC
had - that is, until the NYDFS turned
to the generalised statutes that
created the agency in 2011, building a
detailed regulatory scheme addressing
security and privacy concerns in
the financial industry worldwide.

put in place only after the public has
had notice of them and an opportunity
to comment. But few Americans or
American businesses know where
to look to find out whether new rules
in any specific industry are on the
way. Generally, only entities in highly
regulated industries keep a weather
eye on the state administrative registers
for proposed rules, and fewer still
actually comment on proposed rules
before they are put into place.

The difference between regulatory
and legislative action is important to
understand in relation to Part 500.
In the US, the legislative process,
whether at state or federal level,
generally proceeds through bicameral
legislatures, which must both agree
on and then pass any new legislation
through an executive, which must
approve passed legislation and in
many cases has a limited veto right.
This, of course, leads to delay and
deliberation, as well as changes and
amendments to legislation, as it makes
its way through legislative committees.
The legislative process in the US is also
hallmarked by lobbying, ad campaigns,
public involvement and politicians
making their case on any specific
proposal in hearings and the media.

In addition, the administrative process
can move much more quickly than the
legislative one. A case in point is the
recent set of amendments to Article
23 of the NYCRR, adding a new Part
201 that brought consumer credit
reporting agencies within the purview
of the NYDFS. These amendments
were noticed in September 2017, in
direct response to the Equifax breach,
and came into force as of July 2018.

The administrative process is more
arcane, and much less well-known to
the American public. To begin with,
administrative agencies are part of
the executive branch, and cannot
make law, but rather are tasked with
enforcing the law as it is written. Where
they are given specific authority by the
legislature, an administrative agency
may create regulatory rules, which are
intended to fill gaps found in broad
legislative pronouncements, thereby
fulfilling the intent of the legislature.
Administrative rules may generally be

Part 201 is game changing, for two
main reasons: firstly, an administrative
agency responded quickly to a bad
data breach headline, proposing
sweeping new regulations less than
seven working days after the breach
was announced. Secondly, the
administrative agency reached out to
an industry not previously under its
jurisdiction, deciding, on its own, to
bring that industry under its regulatory
control. It would probably surprise
many New Yorkers to learn that, prior
to these amendments, consumer credit
reporting agencies such as Equifax were
not directly regulated by the NYDFS.
They were not listed anywhere on
the NYDFS’ ‘Who We Regulate’
website, nor were they required
to operate under licences or other
authorisations issued by the NYDFS.
Such licensure, however, was the
jurisdictional hook that the NYDFS
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Conceptually, at least - and certainly in practice in relation
to cyber security - the various states are ‘laboratories of
invention,’ in which smaller and assumedly more nimble
electorates and legislatures can respond to grass-roots
concerns more quickly than the Federal Government.

exercised in creating its NYCRR, Part
500: it restricted the reach of Part
500 to organisations operating under
licences or other similar authorisations
from the NYDFS. Hence, for example,
a New York State licensed bank
would be subject to Part 500, but a
federally licensed bank, or one solely
licensed in another state but with
branches in New York, would not. In
the amendments creating the new Part
201, however, the NYDFS had no such
jurisdictional hook, relying only on its
general enabling statutes to create new
jurisdictional territory out of whole cloth.

behind Part 201, which was issued in
direct response to the Equifax breach.
Registered consumer credit reporting
agencies have until 1 November 2018
to become compliant with Part 500
generally, with certain requirements
of Part 500 staged to come online for
these entities in 2019. Full compliance
with Part 500 is required under
Part 201 by 31 December 2019.

As a matter of substance, under Part
201, consumer credit reporting agencies
must now register with the NYDFS,
creating a new registration requirement
where none existed before. This
registration must be renewed annually
under 23 NYCRR Section 201.02(d). The
NYDFS may refuse such renewal if, after
notice and a hearing, it determines that
‘the registrant or any member, principal,
officer or director of the applicant, is
not trustworthy and competent to act
as or in connection with a consumer
credit reporting agency, [. . .] or has
failed to comply with any minimum
standard.’ This is a huge development
for the industry, of course, making
year-to-year operation in New York
dependent upon the trustworthiness
and competence of a registrant’s
members, principals, officers and
directors, as well as on its compliance
with minimum DFS standards.

The privacy and security requirements
of Part 500 may not be a very heavy lift
for the larger consumer credit reporting
agencies, however. This is because
these agencies, including Equifax,
are already subject to federal cyber
security requirements, such as the GLBA
safeguards rule. The safeguards rule is
more vague and generalised than Part
500, which is unsurprising, given that
the safeguards rule became effective
in 2003, during the infancy of cyber
security concerns on a nationwide scale,
when data breach media coverage
was limited primarily to credit card
breaches at major retailers. Despite
this, the GLBA safeguards rule bears
certain similarities to Part 500, including
requiring a written information security
programme that is tuned to the specific
risk profile of the regulated entity. Also,
as a practical matter, Equifax and other
consumer credit reporting agencies are
subject to contractual agreements with
the largest banks in the world, which
regularly require strict cyber security
controls over any data that they share.

Among these minimum standards are
those set forth in Part 500, with 23
NYCRR § 201.07 requiring consumer
credit reporting agencies registered
in New York to comply with the cyber
security requirements of Part 500. This
only makes sense, of course, and seems
to have been the motivating factor

The differences between Part 201 and
pre-existing requirements arise in the
fact that consumer credit reporting
agencies now have a new, state-law
regulatory master to answer to, in
addition to their other masters at federal
level. In a US political landscape that
de-emphasises federal regulation,
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this creates the potential for a state
regulator to take the lead in governing
a nationwide - indeed worldwide industry. Tellingly, the requirements of
both Parts 201 and 500 are not limited
to protecting the personal data of New
York residents, as many of the state data
breach notification laws that preceded
these regulations are. Rather, Parts
201 and 500 are intentionally global
in scope, reaching the full operations
and information systems of any entity
falling under their purview, regardless of
where those operations or information
systems may be, including in the cloud.
Part 201 appears to be here to
stay. Commentary on the proposed
regulations was relatively sparse, with
at least one commenter challenging
the NYDFS’ ability to make such
sweeping rules. The NYDFS, of course,
rejected that argument and proceeded,
in reliance on its general statutory
authority, to regulate the financial
industry in New York and protect New
York consumers. Further, at the time
of writing this article, there appears to
have been no industry-wide lawsuit
that challenges the legitimacy of Part
201. Accordingly, Part 201 may be
the harbinger of things to come at
state regulatory level. Laboratories of
invention may be innovators in the first
instance, but they are also emulators,
watching for developments in other
states in order to cherry pick ideas that
work. We may be one more bad data
breach headline away, for example,
from California reaching out to extend
its cyber jurisdiction in previously
unforeseen ways, or from New York
bringing broker-dealers under the
purview of Part 500. The one constant
in this regard is change, and, as Part 201
has shown, that change can be quick,
especially in the state regulatory space.
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