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PANELISTS

In a discussion at Business First’s 
Executive Forum on Big Data,   

panelists shared strategies on maximizing business intelligence using big data. Management of data sources, 
security, privacy and access to talent were other topics discussed during the 90-minute conversation.

Business First: I want to start out with a 
really basic question that may be more 
basic than this audience needs. Give us 
a simple definition of big data.

Shawn Matott: As far as a basic 
definition of big data goes,  we look at the 
four V’s. Any combination of two or more 
of these four V’s will qualify you as being 
in the big data arena. You’ve got volume, 
terabytes, ten terabytes or more Velocity, 
so are you needing to process that data in 
real time or near real time, so you’ve got 
a challenge there. It doesn’t have to be 
a lot of data. It could be in the gigabyte 
area, but if you need to actually make 
decisions based on that data in near real 
time, that’s another V. You’ve got variety. 
If you have data sets of all different types 
coming at you, anything ranging from 
paper scans of data, to handwritten type 
ledgers, prescriptions, things like that. 
You might have remote data, which is in 
a completely different kind of format. You 
might have relational database type data, 
SQL type data. If you have this variety of 
data coming at you from all different kinds 
of sources, that can contribute to having a 
big data challenge.  You don’t necessarily 
have to have lots of data, but if you’ve got 
lots of variety of different kinds of data, 
then you’re in that space. And the last 
would be veracity. If you’ve got data that’s 
got different levels of quality to it.  So you 
might have some high quality sensors 
giving you some measurements and things 
like that, but you also might have some 
soft quality social media data and things of 
that nature which may be not as reliable. 
If you’ve got two or more of those V’s 
checked off, then you’re in the big data 
arena.

Paul Greene: So I’ve got the unenviable 
position of going after the data analyst. 
From my standpoint, from the legal view, 
I focus on the big aspect of it.  Whenever 
you have those four V’s, whenever you’re 
given these large data sets that you need 
to process in a different way, you need to 

look at the multiplier. Whatever problems 
you had with the original data, those are 
big problems with the big data. So I really 
look at it as a transformational moment 
of getting into an arena where there are 
concerns where you may not have thought 
they were concerns before, whether they 
are regulatory concerns, privacy concerns, 
cyber security concerns, contractual 
concerns. All those can be multiplied 

when you put all those V’s, all those data 
sets together.

Dan Gerena: The interesting thing 
about our practice at Freed Maxick is 
we’re really dealing with small data in 
terms of the definition of what Shawn 
provided. So it’s more so -- I have 
the luxury and the pleasure of having 
conversations with folks in various roles 

in business about solving problems.  And 
even though the conversation tends to 
talk about big data conceptually and 
getting predictive, the interesting thing 
is to me that’s a no-huddle offense, and 
many organizations are just focused on 
basic blocking and tackle, what are my 
policies, where can I improve sales. So a 

Dan Gerena, left, F. Paul Greene, center, and Shawn Matott, shared their expertise on big data applications that help Buffalo-area com-
panies strengthen their access to business intelligence. The Executive Forum took place at The Westin Buffalo.  

M
AR

K W
EB

ST
ER

BIG DATA
Special  Advertising Section

March 20, 2018

FORUM
EXECUTIVE

Dan Gerena 
Senior Manager, Business 
Intelligence Services 
Freed Maxick, CPAs, P.C.

F. Paul Greene 
Chair of the Privacy and 
Data Security Practice 
Group 
Harter Secrest & Emery LLP

Shawn Matott, 
Ph.D. 
Computational Scientist, 
University at Buffalo

See BIG DATA, PAGE 48



APRIL 13, 2018 EXECUTIVE FORUM-PAID ADVERTORIAL 47

Last month, Facebook revealed 
that the data analytics company 
Cambridge Analytica had mined 
personal data from the profiles 
of as many as 87 million 

Facebook users without their consent. 
The news sent shockwaves through the 
tech industry. Facebook’s stock price fell 
more than ten percent, a somber Mark 
Zuckerberg issued full-page apologies 
in the New York Times and Wall Street 
Journal, and Facebook has repeatedly 
promised a greater commitment to user 
privacy.

Now the regulators are circling. The 
Federal Trade Commission has launched 
an investigation into the company’s 
privacy practices, 37 state attorneys 
general have inquired about Facebook’s 
privacy safeguards, and, after initially 
resisting, Zuckerberg himself has 
promised appear before Congress to 
explain how things went so wrong. The 
scene is something straight out of a tech-
executive’s worst nightmare. 

What should be scariest of all, 
however, is how little attention the public 

has paid to one small, but important, 
detail:  Facebook may not have actually 
done anything illegal, or even unusual.  
According to news reports, the Facebook 
user data was gathered with the consent 
of about 270,000 Facebook users who 
installed a third-party app developed by 
a Cambridge University professor. The 

app stored data about the users who 
installed it, including information about 
their Facebook friends, which is how 
the number of affected users reached 
87 million. This was all consistent with 
Facebook’s then-current and publicly 
available privacy policies, which stated 
that personal information would be used 
for academic purposes. 

Unfortunately for Facebook and its 
users, the data was not used exclusively 
for academic purposes. The Cambridge 
University professor shared the 
information with Cambridge Analytica 
for use in voter profiling. Equally 
unfortunately for Facebook, it makes no 
difference that Facebook may have acted 
in full compliance with the law and its 
own policies. Facebook is still facing 
years of government scrutiny, possible 
future regulation, and millions of dollars 
in legal expenses.  And the ultimate 
effects of the #DeleteFacebook movement 
have yet to be seen. This is truly an 
existential crisis for the undisputed 
worldwide leader in social media. 

What this crisis has shown us is that, 

when it comes to privacy law, the world 
has a new highest court: the Court of 
Public Opinion. Equifax set the stage 
for this shift, when it announced last 
September that its data concerning a 
majority of adult Americans had been 
compromised. Although Equifax may have 
complied with relevant breach notification 
laws, public outcry at the delay in 
notification was, and remains, strident.  

When it comes to regulating privacy 
and security, especially in the big data 
space, laws and regulations will always 
lag behind cutting edge technologies 
and analytics tools. Yet public opinion 
concerning privacy and security evolves 
as quickly as the technology does, with 
the public expecting both the benefits 
of a connected world and reasonable 
protections for privacy and security.  
Given this, any privacy and security 
compliance program cannot stop at the 
letter of the law. It must also take into 
account the risk of becoming the target 
of the next #Delete movement, when 
the Court of Public Opinion makes its 
growing voice heard.

Privacy’s New Highest Court
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lot of the work we do at Freed is really, by 
definition, smaller, but we’re still solving 
problems I guess, but it’s just on a smaller 
scale, if you will.

BF: A business operating here in Buffalo 
right now and looking to grow their 
footprint, looking to grow their market, 
looking to grow their business, how do 
you steer them?

Gerena: Usually the conversation 
starts around, “what are your burning 
platforms?”  Because business 
intelligence is really an interrupter in 
an organization. You’re changing how 
people acquire data, consume data, use 
data.  The biggest challenge in business 
intelligence is the behavioral changes 
that have to accompany it. So we’ll start 
the conversation around what are your 
challenges in 2018 or 2019, and how are 
you going to measure your effectiveness 
against those targets.

Greene: As a consumer it’s always 
about return on the investment.  Two 
of the things that can really help an 
organization like a law firm in relation 
to big data are seeing patterns where we 
didn’t realize patterns existed, and getting 
a handle on really the vast amounts of 
data that we work with. Quite often we 
find ourselves with archaic structures 
in the legal profession. We do a lot of 
things by hand. Moving from that kind 
of manual, analog mindset to a digital 
mindset and then multiplying that with 
the power of data analytics, that’s really 
the first question for us, figuring out where 
those patterns are and how we can get 
value out of it. And the other question 
is how do we get value for our clients, 
how do we assess their cases, how do 
we bring value to the advice that we are 
giving to our clients using the data that’s 
out there. Now, on the flip side, advising 
clients on the use of or provision of big 
data products and services, there it’s really 
different regulatory and legal concerns.  As 
an attorney I’m focused on those legal and 
regulatory contractual issues.

Matott: So in terms of helping 
companies mitigate risk, UB has a lot 
of industry focused efforts underway.  
Basically what we’re looking at is trying 
to de-risk the disruption that a company 
might anticipate by going the big data 
approach. We have a super computer 
right here in downtown Buffalo, and a 
portion of that is industry focused so we 
can provide compute assets that maybe a 
company would be nervous in investing 
in right out of the box. Also, UB has a 
data science program, and so we can 
offer internships, try to place interns with 
the local industry. That helps mitigate the 
risk of investing in talent. So you can try 
before you buy.  And you’re getting the 
top end graduate level training as far as 
data science goes. Another thing we’ll do 
to de-risk a big data investment is provide 

grant monies. We can provide matching 
funds to help an industry that perhaps is 
interested but maybe a little nervous.

BF: Shawn,  somebody in the audience 
hears that you’re talking about this, and 
they have a company and they just want 
to get a sense of where they are. Are 
they maximizing their access to data 
analytics. Do you take walk-ins? 

Matott: Sure.  Absolutely.  We’ve 
been doing the industry outreach on 
our super computer since 2013.  We 
got an investment from Empire State 
Development Corporation.  So it’s a New 
York State investment of a million dollars, 
actually $1.2 million, to stand up in the 
industry focus compute cluster. With those 
monies we can partner technical expertise 
to help interface with companies that 
are interested in looking at our compute 
resources and give them some training, 
give them some ideas on maybe how their 
company can take advantage of those 
compute resources. 

BF: Paul, there are some risk aspects 
in there. What are you talking to your 
clients about when they question 
whether they are are prepared to 
manage the risk.

Greene: The one thing I find with 
all my clients, really regardless of what 
industry they’re in, is they’ve all got a 
lot of data. Whether they’re dealing with 
small data issues, digital intelligence, 
internally figuring out what they’re doing, 
who they are, where they make a profit, 
or on the big data side looking at more 
broader trends and broader data sets. 
They’ve got a lot of data.  And in relation 
to a data breach specifically, there’s really 
a thicket of interlocking, sometimes 
conflicting laws, regulations, requirements 

that they need to keep in mind.  And 
it really is, quite frankly, a mess in the 
United States in relation to data breach 
response, data breach application So even 
a small company, a small manufacturing 
company that happens to have a number 
of employees, goes into -- the data 
arising from the employees, the payroll 
data, retirement data, health care data, 
is growing exponentially and they have 
protection duties and breach related 
duties. Transform that to a large employer 
or a multi-national company, for example, 
and the complexity really grows. Many 
companies really haven’t started to think 
about those issues. They may have started 
from a business intelligence standpoint 
of looking at their data, classifying it, 
identifying where there’s value. They 
haven’t really identified where there is 
legal or regulatory risk, because that really 
is the new frontier of risk for a lot of these 
issues. So it’s really starting and not hiding 
yourself from the problem.

BF: Dan, do you have any of that from 
your clients as far as concern about 
protection and how to deal with it?

Gerena: Our practice is at this point 
about 70 percent in the health care 
realm, so we deal obviously with a lot of 
sensitive clinical, financial information, 
demographic information, diagnostic 
information. So that’s always a concern 
when you engage a client. The beauty 
of business intelligence, though, is the 
promise of what you can do which 
oftentimes surpasses that risk. And so 
naturally, we bring to the table the ability 
to house data.

BF: Tell us how you would take a 
company through that business 
intelligence implementation process.  

Gerena: The beauty of what we do at 
Freed is we have a BI practice, and that 
means that we have all of the skill sets 
required. Some clients who have their 
own business intelligence teams and they 
just need us to supplement because they 
have something that’s on the front burner 
that they need support with. And then 
we have folks who want to outsource BI 
to us. A large part of the different types 
of services we provide are for a number 
of reasons. One, business intelligence is 
expensive. You have to acquire hardware 
to install your databases on, you need 
software to present that data. And then 
probably the most expensive is the 
skill set, the labor. Those are significant 
investments. So usually we -- when I 
have those conversations with a client, it’s 
really focused on well, where are you in 
your BI journey and where do you want 
to go?  Do you want to own BI eventually 
and you need us to help get you there 
or do you just want to be hands off and 
have us manage it and we do more of a 
subscription model where we’ll say you’ll 
get X number of hours every month once 
we stand it up to make refinements?  

BF: Do your clients have access to the 
talent that they need, beyond you, to 

handle their data needs, whether they’re 
growing or whether they’re simply 
managing the data that they have now?  

Matott: We are definitely a provider of 
the kind of talent that you’re talking about.  
One is the computational data enabled 
science and engineering program. Students 
right now are taking courses in machine 
learning, using things like TensorFlow, but 
they’re also getting trained in conventional 
statistical modeling techniques as well.  
As part of their training, they have to get 
internships in the summer. So if anyone 
here would be interested, I would be 
happy to send you their resumes and 
you can arrange interviews at your 
convenience. University of Rochester has 
a similar data science program, we’ve got 
some resumes provided by them as well. 
Also, the industry already has some talent 
but they feel like the talent needs to be 
retrained to get up to speed on the latest 
techniques. So you come in and you take 
just a few hours a week for like a week or 
three hours a day for a week or perhaps a 
weekend type class, so an eight-hour crash 
session on a Saturday. And we’ll train you 
up in some of these new techniques. our 
new data science cluster. 

Greene: So I look at the talent issue 
from two sides.  One, lawyers who 
know about data, and two, kind of data 
scientists, computer scientists who know 
about the law. On the first side, your law 
school is three years. You don’t learn how 
to practice law in law school, you learn 
how to learn about the law. The one thing 
you really don’t learn about is how to deal 
with data and the law, specifically from 
a very kind of granular approach or look 
on things.  You don’t know how to engage 
in the kind of analytics or assess the kind 

BIG DATA, continued

BIG DATAEXECUTIVE 
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Dan Gerena, encourages clients to assess 
the challenges of growing their businesses.   

Big data can introduce risk issues to busi-
nesses, says F. Paul Greene.

See BIG DATA, PAGE 50
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UB has numerous programs to support both large and small businesses.
       UB Center for Computational Research (CCR) provides companies with   
       access to high performance computing resources
       UB Business and Entrepreneur Partnerships supports R&D projects that                
       harness Big Data and align UB analytical experts & technologies

We’re on a mission to help companies grow by 
enabling data-driven discovery and analysis.

Shawn Matott is a computational 
scientist at the University at 
Buffalo (UB) who recently 
participated in an executive 
forum on Big Data in the 

workplace. Here is a closer look at how 
UB can empower companies to address 
the challenges and opportunities of this 
new frontier.

What is Big Data?
“This is a common question from 

companies. Technically, it is quite simple: 
data is considered “Big Data” if it involves 
two or more of the “4 Vs” – volume (>10 
TB), velocity (real-time processing), variety 
(multiple formats) and veracity (varying 
quality).”

How does UB help a company navigate 
the Big Data revolution?

“UB has numerous programs to support 
both large and small businesses. The 
UB Center for Computational Research 
(CCR) provides companies access to 
high performance computing resources 
(processors and storage). These are essential 
for processing Big Data and are available 
to industry through CCR’s membership 
in the New York State High Performance 
Computing Consortium (HPCNY).

In addition, UB Business and 
Entrepreneur Partnerships helps companies 
fund R&D projects aimed at harnessing 
Big Data. Current programs include the 
UB CAT (Center for Advanced Technology 

in Big Data and Health Sciences), BIG 
(Buffalo Institute for Genomics and 
Data Analytics) and CMI (NYS Center of 
Excellence in Materials Informatics). 

Lastly, companies can collaborate with 
UB to pursue Federal funding. The Small 
Business Innovation and Research program 
(SBIR), the Small Business Technology 
Transfer (STTR) program and the Grant 
Opportunities for Academic Liaison with 
Industry (GOALI) programs are good 
examples.”

How can UB help companies recruit and 
develop data analytics talent?

“UB offers two programs that focus 
on training the next-generation data 
analytics workforce. The first is the CDSE 
(Computational and Data-Enabled Science 
and Engineering) program –consisting of 
graduate-level coursework and research at 
the cutting edge of data analytics. CDSE 
requires students to obtain internships 
within their field of study. The second 
program is a set of short courses offered 
by the newly established Institute for 
Computing and Data Science (ICDS). These 
courses are designed for people currently 
in the workforce who want to brush up 
or learn new data analytics skills and 
tools. A typical course runs 15 hours and 
completes in one week.”

What success has UB had with local 
businesses? 

“Just focusing on UB CCR, the impacts 

of our work with Western New York 
industry has been substantial. Since 
2013, we have engaged with dozens of 
companies. Our most noteworthy success 
would have to be Sentient Science. 
Using UB CCR’s supercomputer, Sentient 
combines big datasets from all over the 
world with physics-based simulation 
software to predict the failure point 
of rotating assets in the wind, rail and 
aerospace industries. They can then make 
recommendations to extend the life of 
these assets, thereby creating enormous 
financial value for their customers. This 
collaboration has led to over 70 new jobs 
at Sentient’s headquarters in Buffalo, and 

their workforce is expected to double by 
the end of 2018.” 

UB supports growing data needs and 
enables businesses to develop a data 
strategy.

This is a rapidly evolving field, which 
is disruptive across nearly all industries. 
Companies without a plan for leveraging 
Big Data run the risk of being left behind. 
By collaborating with research institutions 
like UB, companies have an inside track on 
adapting to this technology and influencing 
its direction.

Visit www.buffalo.edu/partnerships for 
more information.

Big Data: Right Here, In Your Backyard

The UB Center for Computational Research (CCR) provides companies access to high 
performance computing resources (processors and storage).

BIG DATAEXECUTIVE 
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of analytics products that are out there 
that can enhance a law practice. That can 
come only after years, sometimes decades, 
in the practice.  And getting that fluency 
with data, with the privacy, the security 
concerns, with the potential benefits to a 
law practice, that area is really a dearth 
of talent and experience in that regard, 
partially because we are such an archaic 
industry in form and it takes us a long time 
to change. Interest in talent is growing 
even though there may be a dearth of it 
out there. If lawyers don’t know how to 
speak data yet, certainly the data folks 
may not know how to speak law yet. And 
we’ve all got to find that common ground, 
find that Rosetta Stone, to be able to work 
together and speak the same language.

Gerena: I think of it as a challenge in 
two forms, recruitment and retention.  If 
you think about all the local colleges 
and universities, they churn out lots of 
accountants. If there’s any challenge out 
there in terms of business intelligence, 
it’s really around how do you recruit and 
how do you retain those folks. I tend to 
recruit folks who don’t have a formal IT 
background, which is more structured in 
nature, and more so look for people who 
are curious and creative, because really 
the challenge is not only manipulating 
data but presenting it so it tells a story.  
And that requires a mix of and a hybrid of 
art and science. 

BF:  Where do you see big data analytics 
affecting the architectural, engineering 
and construction industries?  

Greene: The risk I see in the design 
professional space, it’s a risk, not 
necessarily a benefit, to the increased data 
flow is this huge explosion of reliance on 
data tools, on digitization of their work 
and the lack of understanding of the risk 
that brings with it for their business should 
they lose that data. From an intellectual 
property standpoint, how they need to 
protect that data, and generally what the 
other regulatory, contractual and legal 
obligations are in relation to that data.  
Design professional industry does a great 
job in digitization, much better than we 
lawyers have. But when I speak to design 
professionals in this field, they haven’t yet 
understood oh, with that data comes legal 
risk as well. There’s benefit but legal risk.

Gerena: I think from a small data 
perspective, in that industry specifically 
there are similar challenges to other 
industries in terms of labor costs, material 
costs, on time delivery, which is obviously, 
you know, completing the job on time, 
and the progress of those jobs as they 
progress.  So those are common things we 
support in other industries that I presume 
would be aligned with that industry.

BF: How should an organization go 
about picking the right database when 
setting up a data warehouse?

Gerena: The way I’ve decided on that is 
from the question of talent. If you’re in an 
environment where talent is one of your 
primary constraints, I think you focus on, 
from a data warehouse perspective and 
a business intelligence tool perspective, 
what are the more common tool sets that 
are used out there for ETL development, 
database administration and presenting the 
results. So I usually try to answer that in 
terms of well, when I get this thing up and 
running and I plan to expand, what are my 
challenges going to be on the recruitment 
side.

Matott: So SQL databases are, like 
you mentioned, a good choice in terms 
of talent. People are comfortable with it, 
it’s well established.  I think we also look 
at sort of what is the problem at hand 
and what kind of data are you trying to 
wrangle with. So it’s not always the case 
that a relational database makes the most 
sense. If you’re dealing with construction 
data and things of that nature, you might 
want to go with a NoSQL type database, 
sort of an object style database, which is 
a little bit more flexible at handling that 
kind of unusual, unstructured kind of data 
formats.

BF: Shawn, why should companies 
come to you for computing power 
rather than cloud computing services 
that are out there?

Matott: We’re not trying to undercut 
the existing cloud computing services 
and turn our super computing center into 
some kind of cash cow or anything like 
that, but what we can offer is if you’re 
a New York State company and you are 
able to make a job growth commitment to 
sort of hire high tech jobs in the Buffalo, 
Western New York region, then we can 
give you gratis access, so basically free, 

discounted type access to our equipment. 
That’s a huge value add, but we also have 
quite a bit of expertise that you won’t 
get by running in a cloud service type 
environment. There more or less you’re on 
your own. 

BF: Are there things companies should 
be thinking about in terms of having 
processes or algorithms protected. Do 
you get those kind of questions?

Greene: So your patent law is like a 
pendulum. We get a new advancement, a 
new invention, a new idea, and there will 
be a rush to patent it. And at times those 
patents will go through, and there will be 
a proliferation of those patents, look at 
those patents and sometimes restrict the 
arena.  And that’s happened in relation 
to software generally, it’s happened in 
relation to data analytics algorithms, 
mathematical algorithms And ever since 
2014 when the Supreme Court came out 
with the Alice versus CLS Bank case, and 
that restricted significantly the ability to 
patent analytical algorithms. An algorithm 
is a series of steps to solve a problem. So 
if you create a complex series of steps to 
do your analytics, if it doesn’t have some 
additional inventive steps, some additional 
inventive outcome to it, and just does it 
better and faster than a human would, 
it’s really not patentable. And for a lot of 
analytics tools, that’s kind of what they 
do. So there’s a challenge in getting those 
patented right now. In 2016 we had the 
Federal Trade Secret -- the Defend Trade 
Secrets Act, and that created a federal 
cause of action in all federal courts in 
the United States to protect trade secrets. 
You can take efforts to keep your, your 
secret –- the secrets to algorithms safe and 
confidential, and you can protect them 
in court. Even if others could reasonably 
come up with them themselves, as long 
as they’re genuinely secret and they bring 
a value to your company, you can protect 
them. So no patent protection generally 
for these algorithms, but trade secret can 
apply.

BF: Are the three of you confronted 
with privacy concerns in management 
of data in any way? 

Gerena: On our side we deal with 
a lot of health care and clinical and 
demographic data, so we naturally send 
all the HIPAA compliance forms, BAA’s.  
And then we have a strong focus on 
ensuring that not only do we control the 
data within our confines and how we 
administer it, but on a client’s side, who 
needs access to what. And so when we 
deploy solutions, the client guides us as 
to which users fall in which roles in terms 
of what they can do not only from the 
aspect of what they can see but how they 
can make that data portable by exporting 
it. So we usually have those conversations 
around how rigorous do you need the data 
to be, not only when it’s handled by us but 
when it comes back to you.  So those are 
common conversations.

Greene: So much of what Dan was 

talking about is kind of internal usage 
and using -- gaining intelligence from 
your internal data, you can see patterns 
and getting value there. When you’re 
using someone else’s data and that data is 
personally identifiable and you’re creating 
some kind of data analytics from that, 
privacy concerns are at the forefront. 
We see this great rush to market with 
the value that folks are finding in these 
analytics tools without a consideration 
of what the privacy concerns are. In the 
health care space specifically, use of 
data, if it’s still personally identifiable, is 
extremely, tightly circumscribed, in the 
financial space as well. And what other 
data sets give us more value than health 
care and money, right? Those are very 
easily monetizable in the data analytic 
space, but the privacy concerns are huge. 
The good news in relation to both of those 
arenas, if you can anonymize the data, 
de-identify it, your restrictions are much 
less and sometimes they go away entirely. 
HIPAA has very specific guidance on 
how to de-identify that data. So you have 
folks coming up with aggregated data of 
how we spend our money, what we do, 
how we spend our free time.  And as long 
as it doesn’t identify us, if they get that 
data from financial institutions, they’re 
kind of allowed to do that. The Federal 
Trade Commission is the one overarching 
watchdog in relation to privacy and 
security concerns. On the privacy front, 
as well as security, they also have two 
words that they deal with; unfair and 
deceptive. The Federal Trade Commission 
Act says that unfair and deceptive business 
practices are illegal, shall be enjoined 
by the commissioner. So what does that 
mean?  The FTC has no specific privacy 
rules and regulations, they have no 
specific security rules, but because of this 
very kind of loophole, this hole in the law, 
the FTC has stepped in to enforce what 
they see as the reasonable expectation of 
consumers and of our employees.

Matott: At our computational center 
we actually have a data center within our 
data center, and that is the Institute for 
Healthcare Informatics. The IHI hass health 
information, so they follow HIPAA policies 
and procedures to basically safeguard that 
data. There’s additional physical security, 
there’s additional cyber security.  And then 
you have to go through a de-identification 
process and internal review board gets 
involved if you want to start processing 
that data outside of the confines of the 
IHI So on top of that, we’re part of the 
University at Buffalo, so we’re governed 
by a number of regulations -- or, policies 
and procedures from the UB Information 
Technology Department. I’d say it’s about 
a dozen policies and procedures, ranging 
anywhere from account access, like who’s 
able to access our facilities, how often 
you have to change your password, all 
type of things to sort of provide security 
and safeguard the privacy of students and 
things of that nature.
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The University at Buffalo is a resource for 
business, Shawn Matott tells the audience.   

BIG DATA, continued
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The amount of internal and 
external data that organizations 
can harness is rising rapidly 
and can be overwhelming. 
According to an article by 

Northeastern University, the total amount 
of data is expected to rise to 44 zettabytes 
(a zettabyte equates to 1021 bytes of 
data) by the year 2020. For a typical 
organization much of the data relevant to 
them is buried within their own IT systems 
in a silo, in the form of ERP, CRM, general 
ledger, payroll systems and perhaps even 
spreadsheets. The challenge of course is 
to convert relevant data into actionable 
information, which can be accessible 
on a timely basis, in order to leverage it 
most effectively by key stakeholders in a 
repeatable platform.

So let’s unravel this challenge: in order 
to determine which data is relevant and 
can provide a competitive advantage, 
an organization has to focus on their 
key initiatives. In other words, if there 
are initiatives to increase sales, reduce 
labor costs, improve cash flow, etc., those 
underlying and often siloed data sets are 
where to begin conversations around 

aligning the data 
with those stated 
problems. Often 
the measurement 
results requires 
multiple data 
feeds being 
married together, 
repeated 
frequently, and 
applying further 
logic to ensure 
the codified data 
makes sense 
to the person 
consuming it.

Dealing 
with large amounts of data requires an 
investment in hardware (servers, databases 
and tools to migrate data effectively), 
along with skilled labor to manage those 
databases – in addition to developing 
query logic to define extraction judgement 
and manipulate the data. Organizations 
trying to do these steps using manual 
workarounds tend to spend the majority 
of their time performing non-value added 
work and have processes that are prone 

to error. Frankly, such processes just won’t 
provide the information timely enough 
for stakeholders to react appropriately. To 
ensure stakeholders can understand and 
access critical information, investments in 
a Business Intelligence (BI) software are 
necessary, along with staff who are adept 
at visualization of the data in a format, 
such as dashboards, that depict actionable 
trends.

Confronted with the “build versus buy 
decision,” organizations face considerable 
technology investments and finding the 
skill sets needed to move, manipulate and 
present data in ways that democratize the 
information. Additionally, while institutions 
of higher learning have churned out a 
trained workforce in other areas, very few 
have programs focused on the art and 
science of harnessing data – which makes 
recruitment of such talent a challenge and 
retention even more difficult.

Freed Maxick’s approach has been 
to offer BI as a service alongside more 
traditional accounting firm services, such 
as tax and audit. We assist in solving the 
aforementioned challenges by making the 
investments in technology and staffing 

ourselves, and spreading that cost over a 
broad base of clients. Our clientele has 
access to scalable technology that we 
maintain and administer, and access to 
experienced BI Developers that implement 
and enhance dashboards as client needs 
evolve. This includes clients in Healthcare, 
Manufacturing, Real Estate, Consumer 
Goods and the Professional Service 
industry. We have developed BI solutions 
around cost accounting, labor costs and 
revenue cycle, to name just a few.

While organizations wrestle with the 
aforementioned obstacles in deploying 
BI, none are insurmountable - it’s really 
more a matter of choosing the best 
strategy for your organization. There are 
many advances occurring within the BI 
technology space that help make the 
promise of BI more attainable, and local 
universities are addressing the skills 
shortage by creating new programs that 
focus more on the skills needed for data 
analytics. It’s encouraging to know that 
we at Freed Maxick are playing a role in 
helping organizations advance toward 
becoming more data-driven in their 
decision making.
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