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Abstract It is an understatement to say that the legal issues arising from privacy and 
information security concerns are complex. Indeed, the way that laws from various 
jurisdictions and industry sectors interact and even conflict make the legal issues in this 
space hypercomplex: more complex because of their very own complexity. Fortunately, 
a common regulatory language is beginning to coalesce, and organisations can position 
themselves within this ‘sweet spot’ of regulatory focus. By engaging in robust and honest 
risk assessments, by adopting an established security framework, and by including 
regulatory risk in its risk management and budgeting efforts, an organisation can adapt to 
the changing regulatory landscape and lessen the burden that this hypercomplexity creates.
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INTRODUCTION
Data is ubiquitous, and its volume is 
increasing at an exponential rate. Data 
is also not static: by its very nature, it 
wants to and will invariably move. Yet the 
movement of data — transfer from one 
medium to another, or from one user to 

another — is anathema to conventional 
conceptions of information security, most 
certainly to how information security has 
been conceived of under law.1 According to 
this conception, information security is, in 
the end, a discipline aimed at restricting the 
movement of data across systems, networks, 
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or among users. Put simply, under current 
legal conceptions of information security, less 
movement equals more security.2

Against this backdrop, jurisdictions 
around the globe have been struggling for 
over two decades with how best to induce 
more controlled movement of sensitive 
data, in an ultimate effort to combat the 
rise of Internet-enabled crime. As is well 
known in the US, however, there has been 
little uniformity in how jurisdictions have 
approached this goal. Some of the basic 
questions posed have been these: should 
legislatures mandate specific rules to restrict 
unauthorised movement of data, or should 
best practices be left to industry organisations 
to develop? Should legal information security 
rules be prescriptive, giving clarity as to what 
is expected under the law, or risk-adjusted, 
allowing entities to scale their security 
efforts to the risks they perceive? Or should 
the rules grow out of a common-law or 
quasi-common-law framework, built upon 
decisional law or administrative settlements, 
such as those involving the US Federal Trade 
Commission (FTC)? Should these rules 
be top-down, coming from either national 
jurisdictions or international groups of 
jurisdictions, or bottom-up, coming from 
municipalities, provinces or states? There are 
as many answers to these questions as the 
questions themselves, leading to the current 
state of hypercomplexity in relation to 
information security regulation globally.

WHY HYPERCOMPLEXITY?
Simple complexity exists in the sheer number 
of jurisdictions that can potentially come 
into play, numbering over 50 in the US 
alone. Hypercomplexity arises when these 
overlapping systems of regulation interact and 
affect each other, becoming more complex 
by way of the system’s own complexity. For 
example, when these regulatory schemes 
strive to determine what information security 
practices may be ‘reasonable’ under the 
circumstances,3 confusion often ensues. In the 

US, for example, many regulatory schemes 
require a covered organisation to engage in 
defined, or sometimes undefined, ‘reasonable’ 
cyber security efforts. This requirement can 
be codified into law, such as in the recently 
amended Delaware breach notification law, 
or implied by law, such as in the FTC’s fluid 
approach to information security regulation 
under the Federal Trade Commission Act.4 
Yet what is considered reasonable in one 
regulated sector can be easily influenced by 
what is required in another.5 It is difficult 
to argue, for example, that encryption of 
healthcare data is truly only ‘addressable’, ie 
optional under certain circumstances, when 
applying the US Health Insurance Portability 
and Accountability Act of 1996 (HIPAA), 
when encryption of the same exact data 
can be required unless ‘infeasible’ under the 
Cybersecurity Requirements for Financial 
Services Companies promulgated by the 
New York State Department of Financial 
Services at 23 NYCRR Part 500 (Part 500).6

Given this interconnected and fluid 
system of regulation, any one data element 
on any one system can be subject to dozens 
of differing, and sometimes conflicting, 
information security requirements under 
relevant statute and regulation. Yet those 
who actually do information security, ie 
chief information security officer (CISO) 
and security engineers, are generally not 
trained in analysing laws and regulations, 
leaving us with systems and organisations that 
may exhibit substantively good information 
security practices, but nonetheless may be out 
of compliance with relevant legal mandates.

This disconnect between substantive 
security and legal compliance creates risk. 
In relation to an information security 
incident, immediate incident response, 
remediation and recovery can be the least 
of an organisation’s worries. The legal and 
regulatory aftermath that follows, ranging 
from reporting to governmental agencies and 
affected individuals to regulatory action and 
class action lawsuits, often poses far greater 
cost and disruption to the organisation than 
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the incident itself. For example, a 7 Bitcoin 
SamSam ransom paid by a hospital to release 
encrypted medical records can be dwarfed by 
the cost and disruption caused by forensics, 
breach notification, regulatory investigation 
and potential fines that can follow.

It is no surprise, then, that security 
professionals have identified the increase 
in compliance-related activities as one of 
the key obstacles to proper threat detection 
and response. A recent study from the 
Ponemon Institute explored the risk created 
by ‘resident’ or ‘post-breach’ attacks, ie 
attacks that occur from inside the network 
perimeter. The study asked respondents to 
identify the four biggest ‘[o]bstacles to an 
organization’s ability to detect cyberattackers 
within [a] network’. Sixty per cent of the 
responses identified ‘compliance activity’ 
as a top-four risk that ‘detracts attention 
from threat detection functions’. This 
was the highest response percentage for 
this question, with 11 separate response 
options given.7 The lowest percentage-
specific response, at 15 per cent, was that 
‘[e]ffective detection technologies are not 
available in the marketplace’, indicating that 
although technology may be up to the task 
of thwarting attacks, legal compliance may 
often get in the way.8

What is missing in all of this — if such 
a thing is at all possible — is a unified 
approach to compliance with the various 
legal mandates that can apply to an 
organisation’s information security efforts. 
To everyone’s detriment, no regulatory 
‘Rosetta Stone’ yet exists to translate between 
applicable legal schemes, creating a unified 
language for use with regulators, legislators, 
courts, law enforcement and the public in 
relation to information security. This, of 
course, creates further risk, as compliance 
with these competing and overlapping 
regulatory schemes will often be in the eye 
of the beholder. Post-incident, hindsight in 
relation to information security is usually 
negative and 20/20, highlighting flaws 
in an organisation’s information security 

programme that may not have presented 
as flaws before the incident. In the end, a 
system is secure only until it is not, and a 
security incident often proves the existence 
of a flaw or vulnerability that may not have 
been perceivable before.

This paper outlines the primary challenges 
caused by the proliferation of cyber security 
regulation globally over the last decade, 
and offers strategies for managing what 
has become a hypercomplex, increasingly 
fluid and undefined area of the law. The 
term ‘undefined’ may seem out of place 
in relation to a proliferation of codified 
security rules, but between the written 
lines of such rules, grey areas and gaps 
abound, allowing for or requiring regulatory 
guidance and human interpretation of 
the written legal and regulatory texts, 
creating even more complexity. In the end, 
only a unified standard of base-line cyber 
security requirements, akin to the Uniform 
Commercial Code in relation to the sale of 
goods in the US, or the UN Convention 
on the International Sale of Goods 
internationally, will have the ability cure this 
complexity. The trend, however, has been 
for less uniformity in this space rather than 
more, and no such universal convention 
for cyber security regulation is on the 
international legal horizon.9

SOURCES OF COMPLEXITY IN CYBER 
SECURITY REGULATION
When it comes to regulating cyber security,10 
there are as many approaches as there are 
jurisdictions in question. States (in the 
international sense) as well as individual 
states, provinces and even localities have 
entered the fray, creating rules either 
out of whole cloth, or in reaction to, or 
in emulation of, other, neighbouring 
jurisdictions that have adopted cyber 
security rules. This has led to a crazy quilt 
of overlapping, intermeshing and often 
conflicting rules and requirements that 
entities of all sizes must address when 
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processing personal information — case 
in point, the 50 states in the US, together 
with three territories and the District of 
Columbia (the constitutionally created, non-
state jurisdiction encompassing Washington, 
DC), which have all adopted their own 
data breach notification laws. Rarely do an 
organisation’s activities stop at a state line, 
however, and most certainly not in relation 
to the processing of personal information. 
This requires many, if not most, US entities 
to undertake a detailed analysis of what 
types of personal information they collect 
and where the relevant data subjects reside. 
And because a growing number of state data 
breach notification laws purport to reach 
beyond their states’ borders, encompassing 
any person or entity anywhere that processes 
personal information concerning a resident 
of one of those states, even a purely local 
establishment is potentially subject to laws 
made hundreds or thousands of miles away.11

For national, international or global 
organisations, the complexity increases, 
such that dozens of differing information 
security laws could apply to the same 
operations vertical, eg the organisation’s 
human resources function or its marketing 
function. For an example of how these laws 
can differ, one need only look back to the 
individual states in the US. To begin with, 
a defined and reportable breach in one 
state may not be a breach in another. In 
certain states, reporting duties are triggered 
by unauthorised access to or acquisition 
of defined personal information, while 
in other states, a harm threshold must be 
met, such as a ‘reasonabl[e] likel[ihood] to 
cause substantial harm to the individuals 
to whom the information relates’, before a 
reporting duty is triggered.12 This leads to 
an often complex and tortuous decision tree 
for a breached entity: whether to report a 
breach not only in a state where that state’s 
breach notification law has been triggered, 
eg Georgia because there was unauthorised 
acquisition, but also in a neighbouring state 
where the breach notification law was not 

triggered, eg Alabama because there was no 
reasonable likelihood of substantial harm.13 
The organisation may have, for example, 
employees or customers in both states, and 
it can be difficult to explain to customer X 
why the customer did not receive notice of a 
nationwide breach, while customer Y from a 
neighbouring state did.

Add to this the fact that US state attorneys 
general often work together on multi-state 
breaches, then compliance with the letter 
of the law becomes the threshold question, 
with considerations such as public relations, 
regulator expectations and risk management 
playing an equal if not greater role.14 In this 
regard, balancing the overlapping and often 
conflicting laws that may apply to a security 
incident becomes more art than science, 
which can be a common phenomenon in the 
representation of highly regulated entities. 
For such highly regulated entities, especially 
in the cyber security space, a well-informed 
entity knows what is expected under the law, 
whereas a better-informed one knows what 
is specifically expected by the regulator. Yet 
the snag with cyber security regulations is 
that they touch effectively all organisations 
that process personal data, not just those 
in historically highly regulated industries 
such as banking or healthcare, and many 
organisations have yet to learn which cyber 
security regulators have jurisdiction over 
them.

Case in point, the General Data 
Protection Regulation (GDPR) in the 
European Union (EU), which extends its 
territorial scope to entities that process 
personal data: (i) ‘in the context of any 
establishment of a controller or processor 
in the Union, whether the processing takes 
place in the Union or not’; or in relation to 
either (ii) ‘the offering of goods or services, 
irrespective of whether payment of the data 
subject is required, to such data subjects in 
the Union’; or (iii) ‘the monitoring of their 
behaviour as far as their behaviour takes place 
within the Union’.15 For entities outside the 
EU, this three-part test is fluid. Each prong 
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of the test involves a facts and circumstances 
analysis, even ‘establishment’, which includes 
‘the effective and real exercise of activity 
through stable arrangements … [with t]he 
legal form of such arrangements [not being] 
the determining factor in that respect’.16 The 
interpretation of ‘establishment’ thus changes 
according to the circumstances, with EU 
courts finding establishment, for example, 
where a company organised outside of the 
Union utilised a language of a Member State 
(there, Hungary) and offered services in 
relation to real estate within that Member 
State.17 Further, as famously held in the 
Google Spain case, a non-EU entity with an 
EU subsidiary can be found to be established 
in the EU, even if the operations of the 
subsidiary do not directly relate to the rights 
at issue, there the right to be forgotten.18 
Hence, under EU law, ‘establishment’ may 
only be conclusively determined once a 
court of competent jurisdiction examines the 
question. There is no uniform and conclusive 
listing of all entities ‘established’ in the EU 
for purposes of determining territorial scope 
under the GDPR.19

Which begs the question, how well does a 
legal framework function in relation to cyber 
security when you need sophisticated legal 
counsel to decipher it? Most organisations 
do not have the in-house legal capacity 
to properly parse and apply applicable 
cyber security law to the organisation’s 
operations, let alone established outside legal 
relationships with such experience. Rather, 
many organisations rely on their information 
technology function — if they have one — 
or their cyber security function — if they 
are of the limited subset of entities that have 
such a function in house — to understand 
how law and cyber security intersect. But 
just as an organisation should not get its 
substantive cyber security advice from a 
lawyer, an organisation is ill-served if it is 
getting its legal advice from a cyber security 
professional. In today’s highly regulated 
cyber security landscape, both functions are 
vital: cyber security to develop, implement, 

monitor and adjust an organisation’s 
information security programme; and legal 
to help the organisation chart its course 
through the hypercomplex and changing 
regulatory landscape.

Adding to this challenge is the fact 
that with this complexity comes a wave 
of misinformation. Non-legal vendors of 
all stripes supply what appears to be legal 
advice concerning privacy-related and 
security-related regulatory schemes such as 
HIPAA, the GDPR and Part 500. Much 
of this advice is geared, however, at selling 
the vendors’ services, where accuracy is 
often sacrificed for effect. Case in point, 
the myriad industry updates that circulated 
prior to the 25th May, 2018 implementation 
date of the GDPR, which ignored the 
complexity of the Article 3 territorial scope 
analysis outlined above, claiming instead 
that the GDPR applied to all entities 
processing personal data of EU citizens, 
regardless of the circumstances.20 Further 
case in point, HIPAA, where vendors 
regularly assert that HIPAA applies to the 
processing of healthcare data, regardless of 
the circumstances. HIPAA, however, limits 
its application to healthcare providers that 
transmit electronic data in relation to certain 
transactions, health plans, healthcare clearing 
houses (together ‘covered entities’), as well as 
defined business associates to these covered 
entities. A fitness device developer that 
collects user health-related data in the cloud, 
for example, is not — without more — a 
HIPAA covered entity.

Hence, the sources of complexity in 
this space include not only the numerous 
jurisdictions that have created substantive 
rules concerning the security and 
confidentiality of personal data, but also the 
regulators that enforce the rules, the grey 
areas concerning rule scope, the lack of 
legal training among information security 
professionals, the changing nature of the 
regulated entities themselves, as well as the 
misinformation that abounds in relation to 
the rules that apply. Each of these sources 
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interacts with and affects the others, resulting 
in a hypercomplex compliance dynamic that 
can be impossible to master.

SPECIAL CONSIDERATIONS IN 
RELATION TO EXTRATERRITORIAL 
REACH
Perhaps the greatest challenge posed by 
developing bodies of cyber security law 
and regulation in the past decade has been 
the rise of extraterritorial reach. In the 
early years of cyber security regulation, 
jurisdictions would generally limit 
applicability of their cyber security rules to 
the geographic boundaries of the jurisdiction 
in question. The initial US efforts at 
sectoral regulation of cyber security, such 
as HIPAA and Gramm-Leach-Bliley Act 
(GBLA), were of primary effect in the US. 
Certain international entities may have been 
regulated at the fringes of these schemes, for 
example in their roles as third-party service 
providers. But because the approach was 
sectoral, eg focused on the US healthcare 
or financial services industries, the reach of 
these laws was often geographically limited.

That began to change when jurisdictions 
shifted their focus from sectoral regulation 
to data-driven regulation, following the data 
in question, instead of a specific industry 
or sector. For example, HIPAA’s original 
threshold question in relation to its territorial 
reach was whether an organisation was 
a defined covered entity. That threshold 
question expanded significantly in the 
HITECH amendments to HIPAA in 2009, 
which created first-person compliance 
obligations for any defined service provider 
to a covered entity, termed a business 
associate.

A similar, purely data-driven approach is 
found in Massachusetts, under 201 CMR 
17.00 and Nevada, under Nev. Rev. Stat. 
Chap. 603A. The threshold question under 
the Massachusetts law is not what kind of 
organisation has the data, but what kind of 
data the organisation has. If the organisation 

possesses ‘personal information about 
a resident of the Commonwealth, then 
the organisation must comply with the 
requirements of § 17.00’.21 The same holds 
true for Nevada, which extends its reach 
to ‘any governmental agency, institution 
of higher education, corporation, financial 
institution or retail operator or any other type 
of business entity or association [regardless of 
geography] that, for any purpose, whether by 
automated collection or otherwise, handles, 
collects, disseminates or otherwise deals with 
nonpublic personal information’.22

A permutation of this is the global 
effect felt by regulatory efforts of smaller 
jurisdictions. As noted above, the small US 
state of Delaware — which has just under 
1m residents23 and is less than one-fifth 
the size of Belgium — requires companies 
that do business within the state to engage 
in undefined ‘reasonable’ cyber security 
practices in relation to the personal data 
those entities collect, store and otherwise 
process. At first blush, this would seem 
to be of little importance on the world 
regulatory stage, but many of the largest 
corporations in the US are incorporated in 
Delaware, because of that state’s favourable 
business laws and courts. Further, New York 
State, in promulgating Part 500 effective 1st 
March, 2017, extended its cyber security 
reach worldwide to cover any person or 
entity ‘operating under or required to 
operate under a license, registration, charter, 
certificate, permit, accreditation, or similar 
authorization under the [New York] Banking 
Law, the Insurance Law, or the Financial 
Services Law’. This has swept organisations 
into the Part 500 net located in all 50 states 
as well as Canada, Japan, England, France 
and elsewhere.24 And as jurisdictions begin 
to focus on the third parties that provide 
services to the entities directly covered by 
cyber security regulatory schemes, whether 
they be business associates under HIPAA, 
Third Party Service Providers under Part 
500 or Processors under the GDPR, this 
extraterritorial expansion of security-related 
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and privacy-related requirements will only 
increase.

THE SPEED OF CHANGE
Not only have cyber security rules 
proliferated globally over the last decade, 
the proliferation is accelerating. The year 
2018 alone saw changes in at least ten US 
states in relation to data breach notification 
and cyber security requirements, the GDPR 
coming into force, other cyber security and 
privacy laws advancing around the world, 
such as the Brazilian General Data Protection 
Law, passage of the California Consumer 
Privacy Act, which contains a private right 
of action arising from security breaches,25 and 
mandatory breach notification requirements 
in Canada, with potential global effect.

This speed of change has two primary 
drivers: the crisis mentality surrounding 
privacy and cyber security concerns 
generally; and the shift away from purely 
legislative responses to that crisis. The 
California Consumer Privacy Act, for 
example, was passed in an effort to stave off 
a potentially more onerous and expansive 
ballot initiative promoted by a wealthy 
privacy advocate. In response to the initiative, 
the California legislature proposed, debated 
and passed the over 10,000-word Act in 
seven days,26 a lightning-fast reaction that has 
led to what some have identified as problems 
in the law.27 In New York — in response to 
the 2017 Equifax breach — the New York 
State Department of Financial Services, 
within nine business days after public 
announcement of the breach, proposed 
and then ultimately adopted revisions to 
its regulations to bring consumer credit 
reporting agencies such as Equifax under the 
jurisdiction of the department, including in 
relation to the cyber security requirements of 
Part 500.28

Speed of change, however, is deadly when 
it comes to developing a well-informed 
culture of compliance within an organisation. 
Organisations follow the rules best when 

those rules are well understood and static. 
Yearly or monthly changes in applicable 
regulatory frameworks require a nimbleness 
in the compliance function that few 
organisations can muster.

MANAGING THE HYPERCOMPLEXITY
Three primary strategies can help in 
addressing this fluid compliance landscape: 
embracing change; adopting a framework; 
and planning for regulatory risk.

Embracing change means recognising 
that, in relation to cyber security and privacy 
regulation, we — on a global scale — remain 
in flux. It means that the most important 
step in creating a comprehensive information 
security programme is undertaking a full 
and frank risk assessment, which allows 
the organisation to assess both information 
security risk and regulatory risk in real 
time, categorising those risks in relation 
to both likelihood of occurrence and 
severity of impact. Why regulatory risk? 
If an organisation assesses only substantive 
security risk in its periodic risk assessment, 
it is considering only half of the risk 
equation. For some, such as healthcare and 
financial services institutions, regulatory 
risk is existential; without demonstrable 
compliance with applicable requirements, the 
organisation can potentially lose its charter or 
licence or be subject to an investigation that 
destroys its reputation. For others, regulatory 
risk will be lower, but never non-existent. 
In 2016, the US Federal Trade Commission 
announced that 70 per cent of its cyber 
security-related investigations ended with a 
finding of no fault.29 This was cold comfort 
to the organisations that had endured the 
cost and disruption of an FTC investigation, 
only to learn in the end that the FTC 
agreed with their approach to cyber security 
generally.

How can an organisation embrace this 
level of change as a practical matter? By 
increasing the frequency with which it 
assesses risk and its resulting approach to 
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information security. Most regulatory 
frameworks that require a risk assessment 
do not define the frequency in which risk 
assessments must be repeated. That can lead 
to an organisation choosing a longer period 
between risk assessments over a shorter one, 
in order to reduce cost or organisational 
disruption, for example. The added cost 
of an annual over biannual risk assessment, 
however, can be easily outweighed by the 
nimbleness and flexibility gained via more 
frequent review of security risks, regulatory 
risks and resulting controls. For example, a 
risk assessment conducted today but only 
repeated every two or three years would miss 
the regulatory risk created by the California 
Consumer Privacy Act, which comes into 
force next year and — as currently drafted 
— would allow for a private right of action 
in relation to certain security failings. And by 
increasing the frequency of risk assessments, 
the likelihood increases that security controls 
will change over time, leading to a less static, 
more dynamic approach to security generally. 
If an organisation becomes accustomed to 
security change, it will build muscle memory 
to deal with inevitable regulatory change.

Adopting a framework means not creating 
ad hoc solutions to regulatory requirements. 
By using an established security framework, 
an organisation helps create a narrative that 
can show appropriate cyber security efforts 
across a number of regulatory schemes. 
Indeed, in this regard, much of the necessary 
translation work has already been done. 
Cyber security professionals have already 
created crosswalk comparisons of substantive 
security frameworks, amounting to a kind 
of ‘Rosetta Stone’ for substantive security.30 
Certain regulatory schemes have also 
adopted — whether tacitly or expressly — 
established cyber security frameworks into 
their substantive rules. Specifically, Part 500 
follows much of the structure of the National 
Institute of Standards and Technology 
(NIST) Cyber Security Framework (CSF), 
and the US Department of Health and 
Human Services has also supported a 

NIST-based approach.31 Readily available 
resources crosswalk NIST requirements to 
other security frameworks,32 putting us but 
one step removed from a common regulatory 
language in relation to security, at least in 
certain sectors. And more light is on the 
horizon as jurisdictions begin to recognise 
substantive security frameworks as sufficient 
under the circumstances to show legal 
compliance. For example, the GDPR allows 
for the endorsement of security standards,33 
and a recently passed law in Ohio creates 
an affirmative defence to private tort causes 
of action arising from a data breach if the 
breached entity can show that it applied 
any one of a number of generally accepted 
security frameworks, including ISO 27001, 
NIST CSF or the Center for Internet 
Security Critical Controls.34 Of course, 
further development in this vein will help 
lessen the hypercomplexity organisations 
currently face in relation to privacy and 
cyber security regulation.

When it comes to the choice of a specific 
framework, however, that decision can 
depend on the organisation, its industry, its 
resources and the risks it faces. The NIST 
framework generally, as expressed in NIST 
Special Publication 800-53 and related 
publications, has become a kind of lingua 
franca in certain sectors in the US, with the 
US Government using its purchasing power 
to require certain federal suppliers and even 
higher education institutions to adopt a 
NIST-based approach. For those outside of 
the federal marketplace, and perhaps with 
fewer resources, the NIST CSF provides 
a scaled-down, but nonetheless effective, 
version of the NIST approach, and has 
been sanctioned, for example, in a number 
of industries, including by regulators 
in the financial services and healthcare 
spaces. For international organisations, an 
ISO approach may be more appropriate, 
given the fact that a NIST-based approach 
has primarily been adopted in the US. 
Regardless of which framework may be 
most appropriate, framework choice must 
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be driven by two primary concerns: how 
well will the framework help improve my 
organisation’s substantive security posture; 
and how well will it allow my organisation 
to justify that posture to a regulator, court, 
the general public or internally within the 
organisation.

Lastly, planning for regulatory risk means 
realising that compliance is never perfect, 
but the risk that arises from non-compliance 
is a business risk that can be managed. 
Risk transfer vehicles such as contractual 
indemnification and cyber risk insurance can 
help address the lack of certainty created by 
regulatory proliferation. Proper budgeting 
for incident response and regulatory inquiries 
is another useful tool. Indeed, the New 
York Department of Financial Services 
has recognised this, asking certain entities 
covered under Part 500 in their annual 
examinations whether they have budgeted 
for incident response. Of course, many 
entities are still at the planning stage when 
it comes to incident response, as they strive 
to develop an executable, well-understood 
incident response plan. Proper budgeting 
for incident response, as well as preparing 
for organisational disruption arising from 
compliance and reporting activities, is the 
logical next step.

CONCLUSION
An arms race is under way in the field 
of cyber security and privacy regulation, 
with competing jurisdictions emulating 
and often outdoing each other when 
it comes to protecting covered systems 
and data. Unfortunately, the victims of 
this arms race are often the organisations 
subject to regulation, which face frequent 
change and substantial uncertainty when 
adapting to new rules to even newer 
technologies and products. Although perfect 
translation between and among the often 
competing regulatory schemes is still elusive, 
organisations can take steps to manage the 
complexity that they face, specifically by 

embracing change, adopting established 
frameworks and planning for regulatory risk. 
Some regulatory risk will remain irreducible, 
but without proper management, regulatory 
risk can often outstrip the risk of a security 
breach itself.
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